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MVHUCTEPCTBO OBPA30BAHUA U HAYKM POCCUNCKOW ®ELEPALIN

OEMNAPTAMEHT rOCYAAPCTBEHHOW MOSINTUKW B COEPE
OBLLENO OEPA3OBAHNA

NMMCbMO
oT 14 masa 2018 r. N 08-1184

O HAMPABJ/IEHNN NH®OPMALINA

JenapTameHT rocyAapCTBEHHON nonuTUKM B cdpepe o06Lero o6pasoBaHns  MwuHo6pHaykm  Poccuu
HanpasnseT A8 cBefeHus paspaboTaHHble BpemeHHoW komuccuein CoseTa ®degepaumn N0 pPasBUTUID
MHOPMaLMOHHOTO 06LLecTBa METOAMYECKME PEeKOMEeHAauuM O pasMeLleHnM Ha WH(OPMALMOHHbBIX CTeHAAX,
ohmumanbHbIX MHTEPHET-canTax u Apyrux MHopMaumMOHHbIX pecypcax 0beobpasoBaTefibHbIX OpraHmnsaunii u

OpraHoB, OCYLLEeCTBAAWWMX ynpasieHne B cdepe obpasoBaHus, WMHAOpMauuy O 6e30MacHOM MOBEAEHUN W
ncnonb3oBaHun cetn "NHTepHeT".

JupexTop JenaptameHTa
A.E.TMETPOB

Mpunoxexue

METOANYECKME PEKOMEHOALINN
O PASMELLEHN HA NH®OPMAUVOHHbBLIX CTEHAOAX, OPUNLUMNA/IbHBLIX
WHTEPHET-CAWNTAX U APYINX NH®OPMALIVIOHHbLIX PECYPCAX
OBLEOBPA3OBATE/IbHbBIX OPFAHU3ALM 1 OPFAHOB, OCYLLECTBAAOLNX
YMPABJ/IEHVE B C®PEPE OBPA30BAHNA, MHPOPMALIMIN O BE3OINACHOM
MOBEAEHUN U MCMNO/Ib3OBAHN CETU "MHTEPHET"

dkcneptamn 1 4yneHamum BpemeHHoli kommccun CoBeTa Pefgepaumm MO PasBUTUD  MHGIOPMALMOHHOIO
o6LlecTBa B paMKax BbINOIHEHUS peKOMeHAALMA NapiaMeHTCKMX CayLlaHuid "AkTyasibHble BOMPOChI obecneyveHunst
6e30nacHOCTV 1 pa3BUTKS AeTeil B MHOPMaLMOHHOM MPOCTpaHCTBE", KoTopble npowsu B CoseTe depepaunn 17
anpena 2017 r., 6bUM pa3paboTaHbl MeToAMYECKME peKoMeHJauun O pasMelleHun Ha WMHEGOPMaLMOHHbIX
CTeHJaX, OMUUUa/IbHLIX WHTEpPHeT-cailTax W ApyrMx MHGOPMAaLMOHHBLIX pecypcax o06Leobpa3oBaTenbHbixX
opraHu3auuii 1 OpraHoB, OCYLUECTB/ISIOWMX yrnpaB/fieHne B cdlepe 06pas3oBaHusi, MHopMauum o 6e30nacHOM
noBefeHnn 1 NCNosb30BaHUU ceTn "VIHTepHeT" (Jasiee - MeToAMYeckue pekomeHgaLmn).

MeToanueckme peKOMeHZALUM HanpaBfEHbl HA KAYeCTBEHHOE MOBLIWEHVE YPOBHS WH(OPMALMOHHO
[JesTenlbHOCT 06l eo6pa3oBaTesibHbIX OpraHM3aunii U OpraHoB, OCYLLECTBASIOWMX YrnpasrieHne B cdepe
o6pa3oBaHus, B YacT¥ WH(OPMMPOBAHWS  YyyallMXcsl, WX POAMTENel (3aKOHHbIX NpeacTaBuTeneil) u
nefjarormyeckmx paboTHNKOB 06 OCHOBHbIX acnekTax MHopMaLoHHOK 6e30MacHOCTM.

MeTogpuyeckne  pekoMeHgaumnm — Mo3BOMST  06uweobpas3oBaTesibHbIM  OpraHM3auusiM M opraHam,
OCYLLECTBAAIOWMM yrpaBneHne B cpepe 06pa3oBaHus, akTyann3upoBaTb yXKe WCNob3yemMble U pasMeLleHHble
NHCOPMAaLUMOHHbIE MaTepuasibl, Tak U MOArOTOBUTb WX B C/ydae WX OTCYTCTBUSI C YYETOM JlydllMX MPaKTUK W
peKkoMeHAaLNiA.

B pamkax MeToaMyecknx pekomMmeHaaumii paccMaTpuBatoTCs Crneayolwme MHCTPYMEHTbI:

1. MHhOPMAaLMOHHbIE CTEHADI;

2. othuumasibHble MHTEPHET-PECYPCHI;

3. cpeAcTBa MaccoBoli MHopMaumMy (LLKO/bHbIE Ta3eThl, Neaarormieckue U3faHust U apyrve).

VHdyopmaLMoHHble cTeHAbI

KoHcynbTaHTl10C
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Ha wHbopmaumnoHHbix cTeHgax B 06Lieobpa3oBaTesibHbIX OpraHuM3auusx, PacnosiokeHHbiXx B choiie
yupexgeHunii n B KabuHeTax, OCHALLEHHbIX MEepPCOHasIbHbIMM YCTPOWCTBaMM Ans Bbixoga B ceTb "MHTepHeT",
pekoMeHayeTca pasMecTUTb WMHAOPMAaUMOHHbIE MaMATKM, COoAepXaliye OCHOBHble COBETbl M0 O6ecrneyeHuno
NHOPMaLMOHHOK 6e30NacHOCTM yyalLyXcs.

B npunoxenun N 1 K METOANUYECKUM PEKOMeHZAUMsaM npeacTaBnieH o6pasel, NamsiTki A/1s pasMeLLeHus Ha
NHPOPMALIMOHHBIX CTEHAX.

CpeacTBa MaccoBoii uHdopmMaLmm

B cpeactBax MaccOBOI MH(OPMaLUWK, OPUEHTUPOBAHHBLIX HA OGYYAIOLLMXCS, PEKOMEHAYETCSl B TeUYeHue
yuyebHOro roga perynspHo ny6/IMKoBaTb WHOPMALMOHHbIE MaTepuasibl, MOCBSLLEHHbIE OTAE/IbHBIM acrnekTam
MH(POPMaLMOHHO 6E30MacCHOCTH, a TakKe pas/iMyHble NamMsATKM 06LLEro Xapakrepa.

B cpeacrtBax  MaccoBol
PEKOMEHAYETCA B TEUEHWE KasJIEHAAPHOrO

MH(POPMaLMK, OPUEHTUPOBAHHLIX HA MEefarornyeckyld  O6LLECTBEHHOCTb,
roga perynsipHo  ny6avkoBaTb  MHIOPMALMOHHbIE  MaTepuasbl,
MOCBSILLEHHbIE OTAE/IbHBIM acnekTam WMH(OPMaLMOHHOM 6e30MacHOCTUM  KaK HECOBEPLUEHHONIETHUX, TaK W
06Lie06pa3oBaTesibHbIX  OpraHn3auvii, a Takke pas3/iMyHble namsiTki, 0630pbl  HOPMATWBHO-NPABOBOMO
PErynMpoBaHusi aHHON chepbl U MHDOPMALMIO O aKTyaslbHbIX MEPONPUATUAX U COBLITUSX B AdaHHOW cgepe.

B xope npoBefeHuss EamHOro ypoka no 6e3onacHoOCTM B ceTu "MHTepHeT" pekomeHayeTcsa obecneyntb
BbIMYCK TEMATMYECKOrO BbIMycka CpPeacTBa MacCoBOW MHopMauum nmbo cepun nybnvkauuii, cpegy KoTopbIX
pPaccMOTPETb OpraHM30BaHHbIE MEPONPUATUS A/ 00yYaloWMXCs, UX poauTenein (3akoHHbIX MpeacTaBuTeENeld) u
nefarormyeckoin 06LLeCTBEHHOCTH.

OdmumarnbHble VIHTepHeT-pecypCbl

O6LLe06pa3oBaTe/ibHbIM - OpraHM3auusaM PEKOMEHAYETCS Ha CBOMX oduuMasibHbIX WHTepHeT-pecypcax
obecneunTtb (HYHKLMOHMPOBAHNE CAMOCTOATE/ILHOTO U CMELMan3vpoBaHHOrO pasgena “VIHopMauyoHHas
6e30MacHOCTL", B pamMKax KOTOPOro NpeaycMoTpeTb pasMeLLeHre creaytoLlei nHopmaumu:

N Pazpen/noppaspen dopmar npencrasneHns CopepxaHue marepuasnos

mMarepvanos
1 JlokasibHble Konuu foKymeHTOB B Pa3meLyarotca Konuv JOKYMEHTOB, T.e.
HopMaTVBHblE akTbl B dpopmare *PDF CKaHMPOBaHHbIA BapuvaHT SOKYMEHTa,
chepe obecneyeHms COOTBETCTBYIOLMI TPEOOBAHNAM K
MHhOPMaLIMOHHOIA napameTpamM CKaHVpOBaHWS.
6e3onacHoCTM Pa3mMeLLaloTca JOKYMEHTHI,
obyuvatoLmxcs pernameHTUpyloLmne opraHn3aumio n
paboTy ¢ NepcoHasIbHLIMU AaHHbIMW,
n/1aHbl MeponpuaThiA No 0becnevyeHnto
MHJIOPMaLMOHHO 6e30MacHOCTM
obydatowmxcs v gpyrue.
2. HopwmatusHoe Konun foKymMeHTOB B My6nuKyoTCa aKkTyasibHble CBefeHUs 0
perynuposaHue thopmare *PDF hefepanbHbIX Y permoHasibHbIX 3aKOHaX,

KOHcyNbTaHTMNntoc
HafexHasa npaBoBasi NoAAepPXKKa

www.consultant.ru

nMCbMax OpraHoB B/1acTW U gpyrue
HOpMaTMBHO-MPAaBOBLIE AOKYMEHTbI,
pernameHTupylowme obecneveHne
MHJOOPMAaLMOHHOI 6e30MacHOCTK
HecoBepLUeHHoNeTHUX. Jonyckaetca
BMECTO KOMuii pasmeLlaTb rMnepcebliki Ha
COOTBETCTBYHOLUME AOKYMEHTbI Ha calitax
OpraHoB rocyfapCTBEHHON BNacTu.
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3. MNeparornyeckmm TekcT Ha cTpaHuue Pasmelatotca metognyeckune
paboTHVKam cainta pekomMeHAaLnu 1 yKkasblBaeTcs
Konun JokymMeHTOB B NHhopmaLMs 0 MeponNpPUATUAX, NPOeKTax
thopmarte *PDF W nporpaMmax, HarpasJ/iIeHHbIX Ha

MOBbILLEHVE VUH(OPMALMOHHO
rpamMoOTHOCTU NeAarorniyecknx paboTHUKOB.

4.  Ob6y4arowmmca TekcT Ha cTpaHuue Pa3meLlaeTca HdopmalMoHHas namsTka
cailita (npunoxenune N 2) 1 ykasbiBaeTcs
nHdopMaLUma 0 MePONPUATUAX, NPOeKTax
1 nporpaMmMax, Harpas/iIeHHbIX Ha
NOBbILLEHWE MHGIOPMALMOHHO
rPamMOTHOCTM OByYatoLLMXCS.

5. Pogutenam (3aKkoHHbIM TeKCT Ha CTpaHuLe Pa3mellaeTca nHopmaloHHas namsTka
npeAcTaBUTEsAM) cavita (npunoxexue N 3).
obyyvaromxcs

6. [etckue 6e3onacHble  TEKCT Ha CTpaHuue Pa3mellaetca nHdopmaumsa o
caiTbl caiita pekoMeHAyeMbIX K UCMO0/1b30BaHNo B

y4e6HOM npouecce 6e30MacHbIX caiTax,
6aHHepbl 6e30MacHbIX ETCKNX CaliTOB.

OpraHaM, OCYLLEeCTB/IAIOWUM ynpasieHne B cdepe 06pa3oBaHns, PeKOMeHAYeTCs Ha CBOUX OULMasIbHBIX
VHTepHeT-pecypcax obecneuntb YHKLMOHMPOBAHNE CaMOCTOATE/IbHOTO U CheunasiM3npoBaHHOro pasgena
"MHhbopmaumoHHaa 6e3onacHOCTL”, B paMkax KOTOPOro NpeaycMoTpeTb pasMeLleHne creayroLlen nHdopmauui:

MpunoxexHne N 1

NAMATKA 3
ANS OBYUAIOLMXCH O6 MH®OPMALIMOHHOW BE3OMACHOCTU JETE

HEN1b3A

1 Bcem nogpsifg coobuiaTb CBOKH YacTHYK MHopMaumio (Hactoswye wms, damuaunio, TenedoH, aapec,
HOMeEp LUKO/bI, @ Takke dpoTorpacmm cBou, CBOEN CEMbU U ApY3€eii);

2. OTKpbIBaTb BMOXEHHbIE (haiifibl 3NEKTPOHHON MOYTHI, KOr4a He 3Haellb OTMpaBUTESs;
3. [pybuTb, NpUAMpaTbCs, OKa3blBaTb AAB/EHME - BECTU Ce6S1 HEBEX/IMBO U arpeccuBHO;
4. He pacnopshkaiica geHbramm TBOEW cembi 6e3 paspeLleHust cTapLlumnx - BCerga cnpawveaii poguTeneii;

5. He BCTpeHaVICH Cc MHTepHeT-3HaKOMbIMl/I B peaanof/'l XN3HN - HOCOBeTyVICﬂ CO B3pPOC/ibIM, KOTOPOMY
aosepsellb.

OCTOPOXHO

1 He Bce nuwyT npasgy. Yutaewb o ceGe HenpaBgy B VIHTepHeTe - coo6WM 06 3TOM CBOVWM POAUTENSM
WM OneKyHam;

2. MpurnawarT nepenucbiBaTbcsl, UrpaTb, 0GMEHUBATLCS - NPOBEPb, HET /M NOABOXA;

3. HesakoHHOe konupoBaHue haiinioB B VIHTEpHETE - BOPOBCTBO;
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4. Bcerfa pacckasbiBaii B3poc/ibiM 0 NPo6/ieMax B CETU - OHW BCErAa NoMOoryT;

5. Vicnonb3yii HacTpolikm 6e30MacHOCTU U MPMBATHOCTM, YTOObI HE MOTEPSTb CBOM akKayHTbl B COLICETSX U
Apyrux noprasiax.

MOYXHO
1. YBaxaii Apyrnx nosib3oBaTenei;
2. Monb3yelbcs VIHTEPHET-UCTOUYHMKOM - AieNaii CCbISIKY Ha HEro;
3. OTKpbIBali TO/ILKO T€ CCbIMIKK, B KOTOPbIX YBEPEH,;
4. O6LATLCA 3a NOMOLLBLI B3POC/bIM - POAVUTENIN, ONEKYHbl U aAMUHUCTPALIAS CAiTOB BCerga nomoryT;

5. Mpoiign obyueHne Ha caiite "CeTeBMYOK" 1 NOAYYM NacnopT LUMdPOBOro rpaxgaHvHal

MpunoxeHne N 2

MH®OPMAUMOHHAA NMAMATKA
017 OBYYAKOLWNXCA ANA PASMELLEHNA
HA O®PNLUNAJTIbHBIX NHTEPHET-PECYPCAX

C KaxXabIM rofoM MOMOAEXM B UHTEPHETE CTAHOBUTLCSA 6O0/blUE, @ LUKOSIbHUKA OAHW U3 CaMbIX aKTUBHbIX
nono3oBatenieii PyHeTa. Mexay TeMm, MNOMWMO OFpOMHOIO KOMMYECTBA BO3MOXHOCTEN, WHTEPHET HeceT W
npobsembl. 3Ta NamaTka A0/HDKHA MOMOYb Tebe 6e30nacHO HaxoAUTLCSA B CETW.

KomnbloTepHble BUpYCbI

KOMMBbIOTEPHLIA BUMPYC - 3TO Pa3HOBMAHOCTb KOMMLIOTEPHBLIX MPOrpaMM, OT/IMYUTESIBHON OCOBGEHHOCTBHO
KOTOpPOIi SIBNSIETCS CMOCOBHOCTb K Pa3MHOXEHUK. B JOMOsiHEHME K 3TOMY, BMPYCbl MOTYT MOBPEAUTb WK
MOSIHOCTLIO YHUUTOXMWTb Bce haiifibl U AaHHble, MOAKOHTPO/IbHLIE MO/Ib30BATE/O, OT MMEHW KOTOPOro 6bina
3anylleHa 3apaxeHHas nporpaMma, a Takke NoBpeauTb WM AaXe YHUUTOXWTb OMepaLyoHHY0 CUCTEMY CO BCEMU
chaiinamn B LenoM. B GOMBLUMHCTBE C/lyYaeB PacnpoCTPaHsIIOTCA BUPYCbl YEPE3 NHTEPHET.

MeTogp! 3amThl OT BpeAOoHOCHbIX nporpamMmm:

1 Vcnonb3yii COBPEMEHHblE OMnepauyoHHbIE CUCTEMbI, MMEILWME CEPbE3HbI/i YPOBEHb 3alUUThbl OT
BPEAOHOCHLIX MPOrpamMm;

2. MocTosHHO ycTaHaBnvBali naytm (LUMGPOBbIE 3ansaTki, KOTOPble aBTOMATWYECKU YCTaHaB/IMBAKTCH C
Lenblo AopaboTkM MporpaMmbl) ¥ Apyrve OGHOBMIEHWSI CBOEW OnepauvoHHOW cucTeMbl. CkaumBail MX TOSIbKO C
ochmumansHoro caiita paspa6oturka Oc . Ecim cyllecTByeT pexum aBToMaTU4eckoro 06HOBEHUS], BKIHOUMN ETO;

3. PaboTtain Ha CBOEM KOMMbIOTEPE MO, NpaBamMu Mob30BaTesid, a He aagMuHUCTpaTopa. JTO He NO3BOSUT
60NbLUNHCTBY BPeOHOCHbIX MPOrpamMm WUHCTa/I/IMPOBAaTLCH HA TBOEM MEePCOHa/IbHOM KOMIMbIOTEPE;

4. Vcnonb3yii aHTMBMPYCHblE MNpOrpaMMHble MPOAYKTbl WM3BECTHLIX MPOVM3BOAWTENEN, C aBTOMATUYECKAM
ob6HOBNEHMEM 6a3;

5. OrpaHuyb r3nyeckmii 4OCTYN K KOMMLHOTEPY AJ1S MOCTOPOHHUX JNLY;

6. Vicnonb3yii BHELUHWE HOCUTENM MHAIOpMaLMK, Takne Kak doniellka, AUcK Wi ailn U3 MHTEepPHETa, TOSIbKO
V3 NPOBEPEHHbIX NCTOUYHVKOB;
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7. He oTkpbiBali KOMMbLIOTEPHbIE aiisibl, MOSYYEHHbIE W3 HEHAZEXHBbIX WCTOYHMKOB. [axe Te chaiinbl,
KOTOpbIE MPYC/asT TBOW 3HAKOMBIN. Jlydlle YyTOUYHW Y HEro, OTMPAaBAA /i OH Te6Ge uX.

Cetn WI-FI

Wi-Fi - 3T0 He BuA nepegayn AaHHbIX, He TEXHO/IOTWS, a BCEro /Wb 6peHa, mapka. Ewe B 1991 ropgy
HUaepnaHAckas KomnaHua 3apeructpupoBania 6peHsg "WECA!, uto o0603Havasio cnosocodeTaHue “Wireless
Fidelity", koTopblii nepeBOAUTCA Kak "6ecrnpoBogHasi TOYHOCTL".

[o Hawero BpemeHu pgowna gpyras abbpeBuatypa, KOTOpas SB/ISETCA Takol e TexHosorven. 310
ab6pesnatypa "Wi-Fi". Takoe Ha3BaHve 6b10 4AHO C HAMEKOM Ha CTaHAapT BbICLUEl 3BYKOBOW TexHWKM Hi-Fi, yto
B NepeBoje 03Ha4yaeT "BblCOKas TOYHOCTbL".

[Ja, 6ecnnatHblli WHTEPHET-JOCTYN B Kadge, OTE/IsIX U asponopTax SIBASETCS OT/IMYHOV BO3MOXHOCTbH
BbIXOZA B MHTEPHET. HO MHOrMe 3KCMepThl CUMTAIOT, UTO 06LLeA0CTynHble Wi-Fi ceTu He ABNAOTCA 6e30MacHbIMU.

CoseTbl no 6e3onacHOCTU paboTbl B 06LLeA0CTYNHbIX ceTax Wi-fi:

1 He nepegaBaii CBOW NUYHYK WHhopMaumio uvepes obwepocTynHble Wi-Fi cetn. Pabotas B Hux,
XenatenbHO He BBOAMTb Naponu AO0CTYNa, JIOTMHbI U Kakme-TO HOMepa;

2. Vicnonb3yii 1 06HOBISA aHTUBMPYCHbIE NporpamMMbl U bpaHamayep. Tem camMbIM Tbl 06e30nacuwb cebs ot
3aKayky BMpyca Ha TBOe YCTPOWCTBO;

3. Mpn ncnonb3oBaHun Wi-Fi oTkoumn goyHKumMio "O6LWuiA AoCcTyn K haiinam v npuHTepam”. JaHHas dyHKums
3aKpblTa MO YMOSYaHWIO, OAHAKO HEKOTOpble MNOSb30BATENN aKTUBMUPYIOT ee ANs yaobCcTBa MCNO/b30BaHUS B
pa6oTe wnn yyebe;

4. He ncnonb3yin ny6nuuHbin WI-FI ona nepefayv AMYHbIX SaHHbIX, Hanpumep gas Bbixoda B couuaibHble
CeTU WA B 3/IEKTPOHHYIO MOYTY;

5. Vicnonb3yii TOMbKO 3awpieHHoe coeguHeHne yepes HTTPS, a He HTTP, T.e. npu Habope Beb6-agpeca
BBOAM UMeEHHO "https://*;

6. B MobuibHOM TenedoHe oTkouM dyHkumio "MogknioveHve k Wi-Fi aBTomaTtnyecku”. He pgonyckai
aBTOMAaTMYECKOTO MOAK/OYEHUS yCTpoiicTBa K cetam Wi-Fi 6e3 TBoero cornacus.

CoumnanbHble ceTn

CoupasibHble CETU aKTUBHO BXOAST B HALLY XW3Hb, MHOTME MIOAM PaboTatoT M XMBYT TaM MOCTOSHHO, a B
Facebook yxe 3aperucTpupoBaH MuIMaps YesnoBek, YTO SIB/ISIETCS OAHOW CEeAbMOl BCEX XUTESIEN MIaHETI.
MHOrve nosib30BaTENN HE MOHMMAIOT, YTO MHpOpMauys, pasMeLLEHHas UMM B COLMASIbHBIX CETSX, MOXET 6biTb
HaliieHa 1 ucnosib3oBaHa KEM YrofjHO, B TOM YuMc/ie He 0653aTelbHO C 6/1arMMnM HaMepPEHNSIMU.

OCHOBHbIe COBETbI M0 6€30MacCHOCTY B COLMASIbHBIX CETSX:
1 OrpaHuyb CNUCOK Apy3eil. Y Te6si B APpY3bsiX HE AO/DKHO BbITb ClyyaliHbIX Y HE3HAKOMbIX JTHOAEN;

2. 3awpwain cBol YacTHY XW3Hb. He ykasbiBali naponu, TenedgoHbl, agpeca, AATy TBOENO POXAEHUS U
APYTYH NINYHYI0 MHChOpMAaLMIO. 3/10YMbILLIEHHVKM MOTYT MCMO/b30BaTh AAXE MH(IOPMALMI0 O TOM, KaK Tbl U TBOM
poauTeNn MaaHupyeTe NPOBECTU KaHWKYJbI;

3. 3aluiain cBolo penyTauumio - AepXU ee B YNCTOTe 1 3aAaBali cebe BOMpOC: XOTes 6bl Thbl, UTOOLI Apyrue
no/sib30BaTeNy BMAENM, UTO Thbl 3arpyxaellb? MNogymaid, npexae Yem YyTo-TO Ony6/IMKOBaTh, HaMUCaTb U 3arpy3uTh;

4. Ecrv TbI roeopuulb C N0abMn, KOTOPbIX HE 3HaEllb, HE I/ICI'IOﬂbSyVI CBO€ peas/ibHOE UMA N OPYTYH JINYHYHO
I/IH(bOpMaLI,I/II/IZ NV, MECTO XUTE/IbCTBA, MECTO y‘-le6b| M npoyee;

5. U3beraii pasmeLleHus dhoTorpacpuii B IHTepHeTe, rae Tl U306PaXEH HA MECTHOCTW, MO KOTOPO MOXHO
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onpenennTb TBOE MECTOMNOJIOXKEHNE,

6. Mpn perucTpaumun B counanibHOl CETU HEOBXOAMMO WCMO/b30BaThL C/IOXKHBIE Maposu, COCTosiLme U3 BykB
¥ UMPp M C KOSIMYECTBOM 3HAKOB HE MEHee 8

7. Ans coumnansHoiAi ceTu, NouThbl U APYrMX caiiToB HEO6XOAVMMO MCMOJIb30BaTh pasHblie naponv. Torga ecnm
Te6s B3/IOMAIOT, TO 3/10YMbILLSIEHHVKM NOMyYaT AOCTYN TOSIbKO K OJIHOMY MECTy, a He BO BCE Cpasy.

3NeKTPOHHbIE AeHbIM

3ﬂeKTp0HHbIe AEHbIN - 3TO O4Y€eHb yp,06HbIl7I crnoco6 nnarexei, OAHaKO CyLeCTByHOT MOLUEHHWKW, KOTOPblE
XOTAT NONYYUTb 3TN AEHbLIN.

3ﬂ€KTp0HHbIe AeHbrn NoABUINCb COBCEM HeAaBHO U MMEHHO M3-3a 3TOro BO MHOIMX rocygapcreax Ao Cux
nop He nponncaHo NpPo HUX B 3aKOHaxX.

B Poccum e OHM DYHKUMOHMPYIOT M O HUX YXXEe MPOMNMCaHO B 3aKOHe, rae WX pasfensitoT Ha HECKOsbKO
BMAOB - AHOHVMMHbIE W HE aHOHWMHble. Pa3Huua B TOM, YTO aHOHMMHblE - 3TO Te, B KOTOPbIX paspellaeTcs
npoBoauTb onepauun 6e3 MaeHTUMKaUMM Nosb30BaTeNsi, a B HEAHOHUMHbIX MAEHTUMKAUUA NoSb3oBaTesns
ABNSAeTCcA 0653aTe/1bHOMN.

Takke crefyeT pasnMuyaTb 3MEKTPOHHblE dMaTHblE [EHbIM  (PaBHbl TOCYAAPCTBEHHLIM BasllOTaM) U
3/IEKTPOHHbIE HethuaTHble AeHbIV (HE paBHbl FOCYAAPCTBEHHLIM Ba/lloTam).

OCHOBHblE COBETbI M0 6e30MacHoli paboTe C 3NEKTPOHHLIMU €HbIaMU:

1 MpuBSHKM K CHETY MOGW/BHBIA TenedhoH. JTO camblii YA06HBIA 1 BLICTPLIA cNOCO6 BOCCTAHOBWTL AOCTYMN K
cuety. lMpuBAsaHHbI TenedoH MOMOXET, ecnv 3abyaelb CBOW MAaTeXHbI Maponb WM 3aifellb Ha caiT ¢
HEe3HaKoOMOro yCTpOCTBa;

2. Vcnonb3yii ogHopasoBble naponuv. ocne nepexofa Ha YCUMIEHHYH aBTopu3auuio Tebe yxe He GymeT
YrpoXaTb OMacHOCTb KPaXXu WM nepexsarta MniaaTexHoro naposs;

3. BbiGepu CNoxHblii Naposib. MpecTynHvkam 6yaeT He MNpOCTO yrafaTb C/IOKHbIA naposb. HagexHble
naponn - 3TO Mapo/vi, KOTOpble COoAEepXaT He MeHee 8 3HAKOB U BK/IHOYALOT B CEOA CTPOUHbIE U NMPOMUCHbIE GYKBbI,
UMPPbI U HECKOSIbKO CMMBOJIOB, TakuWe Kak 3HaK Ao/napa, (oyHTa, BOCKIMLATE/IbHBLIA 3HAaK W T.n. Hanpumvep,
$tRONg!;;

4. He BBOOWN CBOW NINYHbIE AAHHblE Ha canrax, KOTOPbIM HE OOBEPAELUb.
OeKTpoHHaa noyta

DNEeKTPOHHAA MouTa - 3TO TEXHONOMMS U NPeAoCTaB/IseMble €l YCMyru Mo MEepecblike U MosyuyeHuto
3/IEKTPOHHbLIX COOBLLEHWI, KOTOpble PacnpefensioTcs B KOMMbIOTEPHON ceT. OGbIMHO 3/IEKTPOHHbIA MOYTOBLIN
AWMK BbITSAUT crefylowyM 06pasoM: MMS_MoMb30oBaTena@uMsa_aoMeHa. Takke KpoMme nepefadn MpocToro
TEKCTa, MMeeTCsl BO3MOXHOCTb nepeaaBatb (oaiisbl.

OCHOBHbIE COBETbI M0 6€30NacHO paboTe € 3/1EKTPOHHOW MOYTON:

1 Hapo BbiGpaTb NpaBW/bHBLIA NOYTOBLI CepBUC. B MHTEpHETE ecTb OrpoMHbLIN BbIGOp 6GecniaTHbIX
MOYTOBBIX CEPBKCOB, OAHAKO J1yyllle JOBEPSTb TEM, KOrO 3HAELlb U KTO NepBbili B PERTUHTE;

2. He ykasbiBail B JIMYHO MoYTE NINMYHYKWD  MHopmauumilo.  Hanpuwvep, nydwe  BbibpaTtb
"My3blKa/lbHbIA_haHaT@" nm "pok2013" BmecTo "Temald";

3. Vicnonbayin gByxaTanHyto aBTopusauuio. 3TO Korga NoMyMMO Naposisi HY)XHO BBOAWTbL KOA, NPUCbIIaEMbIit
no SMS;

4. Bblibepy CNOXHbIA Naposib. 18 KaKgoro NoYTOBOro SilMKa AO/MKEH ObITb CBOW HAAEXHbIA, YCTONUMBBIA K
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B3/I0OMY Napo’ib;
5. ECniM eCTb BO3MOXHOCTb HanucaTtb CamMOMy CBOW JIMYHBIA BOMPOC, MCMOJb3Yli 3Ty BO3MOXHOCTb;

6. Vcrnonb3yii HECKOMBKO MOYTOBBIX SALLWMKOB. MepBbllii A4/ YacTHOM Nepenucku ¢ agpecatamiu, KOTOpbIM Tbl
[0Bepsiellb. 3TO 3M1EKTPOHHLIN afapec He HAA0 MCMOb30BaTb MPU PerucTpaummn Ha hopymax v caidtax;

7. He oTkpbiBaii chaiinbl 1 ApYrMe BIOXKEHWSI B NUCbMax, AaXe €C/IM OHU MPULLIM OT TBOWX Apy3eit. Jlydie
YTOUHU Y HUX, OTMPAB/IANN SN OHW Tebe 3TN dhaiinbl;

8. Mocne oKoHYaHWA paboTbl HA NMOYTOBOM CEPBUCE MNepefq 3aKpbITUEM BKNAAKM C caliToM He 3abyab HaxaTb
Ha "BbIATN".

Kn6epBynimHr unm BUPTyanibHOe U3aeBaTe/ibCTBO

KnbepbynnuHr - npecriefoBaHve COOGLUEHUAMU, COAEPXaLMM OCKOPO/IEHUS, arpeccuio, 3anyrmBaHue;
Xy/IMFaHCTBO; CoLuanibHOe GOVKOTYPOBaHME C NMOMOLLbI0 Pa3/INUHbLIX MHTEPHET-CEPBUCOB.

OCHOBHble COBETbI N0 60pbbe C KMO6EPOYTUHTOM:

1 He 6pocaiics B 60ii. flyywmii cnocob: NOCOBETOBATLCS Kak cebs BECTW 1, eCiM HET TOro, K KOMy MOXHO
06paTuTbCs, TO BHaYasle YCroKouTbes. Ecnm Tbl HAYHELWb OTBeYaTb OCKOPO/IEHUSAMM Ha OCKOP6MEHUS, TO TOMbKO
eLle 6orblie PasoXOKeLlb KOH/IUKT;

2. YnpaBnsii cBoei knbeppenyTaumeil;

3. AHOHUMHOCTb B CETU MHUMaA. CyLIJ.eCTByIOT Crnocobbl BbIACHUTb, KTO CTOUT 3@ aHOHUMHbIM aKKayHTOM;

4. He cTOMT BECTW XYNUTaHCKWA 06pa3 BUPTYasIbHONW XU3HU. VIHTEpPHET (hUKCHMpyeT BCe TBOM AEWCTBUS U
COXpaHsIeT vX. YAanuTtb nx 6yAeT kpaiiHe 3aTpyAHUTESNbHO;

5. Cobntofait CBo BUPTYaslbHYH0 YECTb CMOJIOAY;

6. VrHopvpyii efuHWuHbIA Heratue. OJHOpPA30Bble OCKOPGUTESNIbHbIE COOGLLEHUSI fydlle WIHOPUPOBATH.
O6bIUHO arpeccusi NpekpaLlaeTcs Ha HaYaslbHOW cTagwu;

7. BaH arpeccopa. B nporpammax 06MeHa MrHOBEHHbLIMM COOGLUEHUSIMU, B COUMAJIbHBIX CETSIX €CTb
BO3MOXHOCTb 6/10KMPOBKM OTNPaBKM COOBLLEHNI C onpeaesieHHbIX apecos;

8. Ecrm Tbl cBMAeTeNb knbepbynnvHra. TBou AencTBuS: BbICTYNWUTb NPOTMB NpPec/iefoBaTens, nokasarb emy,
YTO €ero AeiicTBMSI OLEHMBAOTCS HEratuMBHO, NOAAEPXATb XXEPTBY, KOTOPOWN HyXHA MCUXOMOrmyeckasl MnomoLb,
COO06LWNTL B3POC/bIM O pakTe arpecCnBHOIO NOBEAEHUSA B CETU.

Mo6WNbHBIV TenedoH

CoBpeMeHHble CMapTgIOHbI M NaHLIETLI COAePXAT B ce6e BMOJSIHE B3POC/blii (OYHKLMOHAN, U TENepb OHM
MOryT KOHKYpMpPOBaTb CO CTauUMOHapHbIMU KOMMbloTepamu. OfHaKo, CPeAcTB 3aluTbl A/ NoA06HbIX YCTPOCTB
Moka o4YeHb Masio. TeCcTUpOBaHUE W MOUCK YA3BMMOCTEN B HUX NPOMCXOAUT HE TakK MHTEHCMBHO, Kak ans MK, To xe
camoe KacaeTcsl Y MOOU/IbHBIX MPUIOXKEHMWIA.

CoBpeEMEHHbIE  MOGW/IbHBIE  Bpay3epbl  YXe MNpakTUYeCKW [OTHA/IM  HACTOSIbHblE  aHasIONK,  OfHAKO
paclmpeHrie (OyHKLMOHaA BeYeT 3a COGOI GOJbLIYID CMIOKHOCTb Y MEHbLLYIO 3aLMLLEHHOCTb.

[Janeko He BCe NpPOWM3BOAUTENM BbIMYCKAOT OOGHOB/IEHWS, 3aKpbIBalOLME KPUTUYECKUE YSA3BUMOCTM Af1A
CBOWX YCTPOWACTB.

OCHOBHbIe COBEThI A4/ 6e30MacHOCT! MOGU/IBHOTO TenedoHa:

Huuero He sBNsieTCA Mo-HacTosiemy GecnnaTHbiM. Byab OCTOpPOXeH, Bedb Korga TeGe mnpegdsiaratoT
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6ecnnaTHbllii KOHTEHT, B HEM MOTYT GbITb CKPbITbI KakMe-TO NnaTHble YCayru;

[ywvaii, npexge yem otnpaButb SMS, ¢oTO WM BMAEO. Tbl TOYHO 3HaELb, rAe OHW OyAyT B KOHEYHOM
urore?

Heo6xoayMo 0GHOB/ISTH ONEPALMOHHYH CUCTEMY TBOETO CMapT(oHa;
Mcnosnb3yii aHTVBUPYCHbIE NPOrpamMmbl 4151 MOBUSIbHBIX TeNIe(DOHOB;

He 3arpyxaili NpunoxeHus OT HEM3BECTHOTO WCTOYHMKA, BeAb OHKM MOTYT COAEpXaTb BpeAoHOCHOE
nporpaMMHoe 06ecrneyeHue;

Mocne Toro kak Tbl BbligELb C cailTa, rAe BBOAWA JIMUHYIO MHAOPMaUWIo, 3aiiavM B HacTpoiiku 6pay3epa u
ynanu cookies;

Meprognyeckn NPoBepsiid, Kakve MaaTHble YCyr akTMBUPOBAHLI HA TBOEM HOMEPE;
[JaBali cBoli HOMep MOBUILHOTO TeNedOHA TOMBKO /IHASM, KOTOPbIX Thl 3HAELLbL 1 KOMY JOBEPSELLb;
Bluetooth gomkeH 6bITb BbIK/OYEH, KOrda Tol MM He Nosb3yellbes. He 3abbiBali MHOrAa NpoBepsTh 3TO.

Online vrpbl

COBpEMEHHbIE OHMANH-UrPbl - 3TO KPACOYHbIE, 3aXBaTblBAOLLME pPa3B/IEYEHUs, OOGBLEAVHSIIOLME COTHM
ThICSIY UesIoBEK MO BCEMY Mupy. WVrpoku wccnedyroT AaHHblii um Myp, O6LLAlTCs APYr C APYTOM, BbINOJHSOT
3a@aHusl, CPaKAKTCA C MOHCTPaMKM U MOJTy4YatoT OnbIT. 3a YAO0BO/ILCTBUE OHW NIATAT: MOKYMNatoT AWCK, ONnlauymBatoT
aBOHEMEHT W/ NMPMOGPETADT KakMe-TO Onuun.

Bce aTM cpeactBa vMayT Ha MOAAEPXAHWE W pasBUTUE WIPbl, a Takke Ha camy 6e30MacHOCTb:
COBEPLUEHCTBYHOTCS CMCTEMbI aBTOPM3aLUM, BbIMyCKAOTCA HOBble Natuy (LUMPPOBbIE 3aniaTku A8 NPorpaMm),
3aKpbIBAKITCS YA3BUMOCTV CEPBEPOB.

B HO,qO6HbIX nrpax CtomT onacarbCA He CTOJ/IbKO CBOWX COMNEPHUKOB, CKOJIbKO Kpaxkn TBOEro Mnapossd, Ha
KOTOPOM OCHOBaHa Cuctema aBTopu3aunn 60nbLUMHCTBA urp.

OCHOBHble COBETbI N0 6€30MacHOCTU TBOErO MrpoOBOro akkayHTa:

1 Ecnu gpyroil Mrpok Begetr cebss nioxo wam co3gaet Tebe HenpusiTHOCTWU, 3ab/10KMpyil ero B Chnucke
UrPOKOB;

2. Moxanyiics agMUHMCTPATOPaM WUrpbl Ha M/I0X0€ MOBELEHWE 3TOr0 UrPoKa, XENaTe/IbHO MPUIoXKUTh
Kakve-To Aokas3aTesibCTBa B BUAE CKPUHOB;

3. He ykasbiBail nnyHyto MHhopmauuio B npodpaiine urpsi;
4. YBakall opyrux y4acTHUKOB MO UIPE;

5. He ycTtaHaB/mMBaii HeohuLmMasibHblE NaTuv U MOApl;

6. VIcnonb3yii croxHble 1 pasHble Naposny;

7. Jaxe BO BPEMSI WIPbl He CTOMT OTKIOYATb aHTMBMPYC. [loka Thbl WUrpaellb, TBOW KOMMbLIOTEP MOryT
3apasuTh.

PULLINHT NN KpadKa JINYHBIX AaHHbIX

O6bluHOl  Kpaxeld [EeHer U [JOKYMEHTOB CErofiHA YXKe HUKOT0 He YAVBULWB, HO C pPa3BUTUEM
VHTEPHET-TEXHONMOMUIA 3/T0YMBILLJIEHHUKA TMEPEMECTWINCL B WHTEPHET, ¥ MPOLO/IKAKT 3aHMMATbCA "M6GUMBbIM'
Jenom.
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Tak nosiBuiack HoBas yrposa: MHTEpPHEeT-MOLUEHHUYEeCTBa UM (OULLWHI, [1aBHasA Uesib KOTOPOro COCTOMT B
NoNyyYeHnn KOH(pMAEHLMANbHbIX AaHHbIX NoNb30oBaTeneli - OrMHOB M naponeid. Ha aHrnuiickom sA3bike phishing
ynTaeTcs kak pmwmHr (ot fishing - pbibHas noens, password - Naposb).

OCHOBHbIE COBETbI N0 60opbbE C PULLNHIOM:

1. Cnegmn 3a cBouM aKKayHTOM. Ecnn Tbi noaospeBaellb, YTO TBOA aHKeTa Oblna B3/1IOMaHa, 10O HeO6X0,CI|VIMO
3361'IOKI/IpOBaTb een C006LLI,I/ITb aaAMUHUCTPaTopam pecypca 06 3TOM KaK MOXHO CKopee;

2. |/|CI'IOI'Ib3yVI 6e3onacHble Be6-caiiTbl, B TOM 4YnCre, MHTEPHET-MarasnHoB W MOUCKOBbIX CUCTEM;

3. WNcnonb3yii cnoxHble v pasHble naponu. Takum o6pa3om, ecnv Tebs B3/IOMatoT, TO 3/10YMbILLSIEHHUKN
nosly4aT JOCTYN TOSIbKO K OAHOMY TBOEMY MPOhUsIo B CETU, a HE KO BCEM;

4. Ecnn Tebsa B3NoMasn, TO HEO6X0AMMO NpeaynpeauTb BCEX CBOMX 3HAKOMbIX, KOTOpbIe f06aB/eHbI Y TE6S
B APY3bsiX, O TOM, UYTO Tebs B3/10OMa/M W, BO3MOXHO, OT TBOEr0 MMeHM OyAeT paccbinarbCsi cnam M CCbUIKA Ha
(pMLLMHIOBLIE CaThI;

5. YctaHoBuM HagexHblii naposb (PIN) Ha MO6GUALHBIA TenedoH;
6. OTK/IOUM COXPaHEHMe Naposis B bpays3epe;

7. He oTkpbiBaii thaiinibl 1 Apyrue BAOXEHUSI B NUCbMax, AaXe eC/iM OHU MPULLKM OT TBOWX Apy3eit. Jlyule
YTOUHU Y HUX, OTMPAB/ISANN SN OHW Tebe 31 dhaiinbl.

LindopoBas penyTauus

LindopoBas penytauus - 3To HeraTyBHas Win No3uTUBHaA MHdopMauns B ceTu o Tebe. KomnpomeTupytoLwias
NHopMaums, pasMelLeHHas B MHTEPHETE, MOXEeT Cepbe3HbiM 00pa3oM OTPasUTbCs Ha TBOEW peasibHON XU3HW.
"LndbpoBas penytaums” - 310 TBOW UMUK, KOTOPbIA hopMUpyeTcs 13 UHdopMauun o Tebe B MHTEpHETE.

TBOE MECTO XMTe/bCTBa, yuebbl, TBOe (DMHAHCOBOE MOJIOKEHME, OCOGEHHOCTV XapakTepa W pacckasbl O
GNM3KNX - BCE 3TO HAKan/MBaeTCs B CETW.

MHOrve nogpoCTKA JIErKOMbIC/IEHHO OTHOCATCA K Ny6nuvkaumm nvuHol uHdopmauym B VHTepHeTe, He
MOHMMAasi BO3MOXHbIX MOCNEeACTBUIA. Thbl faXe He CMOXeLUb AorafaTtbCs O TOM, YTo hoTorpadms, pasmeLleHHas 5
NeT Hasaf, CTasia NPUYMHOL OTkasa MPUHATL Tebs Ha paboTy.

KomMeHTapun, pasmelleHue TBoMX (poTorpadonii 1 Apyrue AelicTBUSE MOTYT HE WCYE3HYTb [JaXe Mocse Toro,
Kak Tbl UX yAanuWb. Tbl HE 3HAELlb, KTO COXPaHW/I 3Ty MHOpPMaLuWio, nonasia /M OHa B MOUCKOBLIE CUCTEMbI U
COXpaHW/Iach /M OHA, a rMaBHOE: YTO MOAYMAlOT 0 Te6e OKpyXatoLime Sitoau, KOTopble HalayT v yBUASAT 3T0. Haitu
MH(OPMaLMI0 MHOFO fIET CNYCTS CMOXET J1I060i - Kak U3 A06PbIX NOGYXAEHWA, Tak U C HAMEPEHWEM MPUYUHNTD
Bpea, ATO MOXET GbITb KTO YrOAHO.

OCHOBHbIe COBETbI MO 3alUMTE LMPPOBOI penyTaumm:
1 Mogywmaii, npexae 4em 4To-To Ny6avKoBaTh ¥ Nepefasatb y ce6si B 6/10re UM B cOUMasIbHON ceTu;

2. B HacTpolikax npoguns yCTaHOBM OFpPaHWYeHuUs Ha MPOCMOTP TBOEro MNpPodowuns M ero CoAepXUMOro,
cAenain ero ToNbko "gnsi apysen’;

3. He pa3meluali 1 He ykasblBail MHOPMALMIO, KOTOpasi MOXET KOro-1in60 OCKOp6/IsSiTh WM 06UXaTh.
ABTOpCKOe NpaBo

COBpEMEHHbIE LUKOSIbHVKM - aKTWBHbIE MOJSIb30BATENN LM(POBOr0 npocTpaHcTBa. OfHAKO Aasieko He Bce
3HAKT, YTO TMO/Ib30BAHME MHOTVMMM BO3MOXHOCTSIMM  LMPpOBOro mMupa TpebyeT co6ogeHus npas  Ha
VHTENNEKTYa/IbHYH COBCTBEHHOCTD.
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TepMuH "MHTENNEeKTyasibHass COOBCTBEHHOCTb" OTHOCMTCSA K pas3/iMYHbiM TBOPEHWSM YE/I0BEYECKOro yma,
HauMHas C HOBbIX M306peTeHMn 1 3HaKoB, 0603HaAYAKLMX COBCTBEHHOCTb Ha MPOAYKTblI U YCMYrK, U 3akaHuMBast
KHUramu, dpotorpaumsamu, KMHounbMamMmn 1 My3blkaslbHbIMU NMPON3BEAEHUAMN.

ABTOPCK/E NpaBa - 3TO MpaBa Ha WHTE/IIEKTYasIbHYH COGCTBEHHOCTL HA MPOU3BELEHNS HAyKW, JIUTEPATypbl
M uckyccTBa. ABTOPCKME MpaBa BbICTYMAlT B KAYECTBE TapaHTUM TOrO, YTO WHTENIEKTYasTbHbI/TBOPUECKWIA TPYA
aBTopa He 6yAeT HanpacHbIM, JACT eMy CrpaBef/IMBbieE BO3MOXHOCTM 3apaboTaTbh Ha pesysibTaTtax CBOEro Tpyaa,
MoSlyYnTb W3BECTHOCTb W Mpu3HaHWe. HWkTo 6e3 paspelleHVsi aBTopa HE MOXET BOCMPOW3BOAUTL €ro
npov3BeAeHne, PacnpocTpaHsATb, Ny6/IMYHO AEMOHCTPUPOBATb, NPOAABaTb, WMMNOPTMPOBATb, MyckaTb B MPOKAT,
My6/IMYHO MCMOJHSATL, NOKA3bIBATL/VCMONMHATL B 3(Mpe WM pasMellaTts B VIHTEpHETe.

Vicnonb3oBaHue "mMmMpaTckoro” nNporpaMMHOro o6ecnevyeHnss MOXET MPMBECTU K MHOTMM pucKam: OT MoTepu
[JaHHbIX K TBOMM akkayHTam A0 6/10KMpPOBKM TBOEro YCTPOICTBA, rAe YyCTaHOB/MEHA HenerasibHas nporpamma. He
CTOMT TaKKe 3abblBaTb, YTO CYLLECTBYIOT NierasibHble 1 6ecrniaTHbie NPorpamMmbl, KOTOPbIE MOXHO HaiTn B CETW.

O nopTtane

CeTeBMYOK.pdd - TBOIM [NaBHLI COBETUMK B CETU. 3feCb Tbl MOXELIb y3HaTb O 6GEe30MacHOCTM B CETU
MOHSITHBIM U AOCTYMHBIM A3bIKOM, @ NPV BO3HUKHOBEHUM KPUTUYECKOW CUTyauuyn 06paTUTLCS 38 COBETOM. A Takke
MPVHSATb y4acTUe B KOHKypCcax M CTaTb CaMbIM LMPOBLIM rpaxaaHNHOM!

MpunoxexHne N 3

NAMATKA 419 POAUTENEN OB NHAOPMALIMOHHOM BE3OMACHOCTW AETEWN
OnpegeneHve TepMyHa "MHOpMaUMoHHas 6e30nacHoCTb geTtein” cogepxutcs B PegepasbHOM 3akoHe N
436-®3 "O 3awmTe AeTeil oT UHGOpMauLMK, MPUYUHAIOWENA Bpen WX 340POBbK M PasBUTUID', PEryMpyrLwum
OTHOLLEHMS], CBfA3aHHblE C 3alMTOW AeTeil OT MHhopMauum, NPUUMHAIOWEN Bpes VX 340pOBblo U (M) pasBUTUIO.
CornacHo AaHHOMY 3akoHy "WMHdopMauuoHHas 6e30MacHOCTb AeTeil” - 3TO COCTOsIHME 3aliyEHHOCTW, MpK
KOTOPOM OTCYTCTBYET PUCK, CBA3aHHbIA C NpUYMHEHNEM MHbopmaLuueli Bpeda ux 340P0Bb0 U (Un) IN3UYECKOMY,

Nncnxn4yeckomy, AyxoBHOMY, HPaBCTBEHHOMY Pa3BUTUIO.

B cuny ®egepansHoro 3akoHa N 436-®3 mnHopmaumeid, NpuuMHAOLWER Bpes, 340P0Bbi0 1 (M) pasBuTUo
[eten, siBnsieTcs:

1. vHchopMaLwsi, 3anpeLleHHas Asisi pacnpocTpaHeHusi cpeau aeTeil;

2. uHdopmauysl, pacnpocTpaHeHWe KOTOPOi OrpaHnyYeHo cpeay AeTeil onpefefieHHbIX BO3PaCTHbIX
KaTeropuii.

3. K nHdopmauum, 3anpeLleHHoli ais pacnpocTpaHeHNs cpeay AeTeil, OTHOCUTCS:

4. vHpopmaums, nobyxgawas AeTeil K COBEPLUEHWIO AECTBUIA, NPeACTaBMSIOWMX YIPo3y UX XKU3HU U
(W) 340POBbIO, B T.4. MPUYMHEHMIO BPEAA CBOEMY 340POBbLIO, CAMOYGUIACTBY;

5. CNOCOBHOCTb BbI3BATb Y AETEl XesaHne ynoTpe6uTb HapKOTWYECKME CPEeACTBa, MCUMXOTPOrMHbIE U (M)
oflypMaHvBatoLe BELLECTBA, TabauHble W3AE/Nsl, a/IKOrO/IbHY U CNUPTOCOAEPXAlLy0 MNPOAYKLUMI0, MWBO U
HamnuTKX, W3roTaB/IMBAaEMblE HA €r0 OCHOBE; MPUHSATH yyacTWe B asapTHbIX Urpax, 3aHMMaTbCs MPOCTUTYLMEN,
GPOASKHUYECTBOM WM NONPOLLAAHNYECTBOM;

6. 060CHOBbIBaIOLLI.aFI nnn onpasgbiBarwoliad AO0NYyCTUMOCTb Hacuwimna W« (I/U'II/I) ECTOKOCTM  NIM60o
no6y>|<Aa+0u.|,as=| OCYLLEeCTB/IATb HACN/TIbCTBEHHbIE ,D,el‘/’ICTBI/IFl Mo OTHOLUEeHUIO K TIAAM U XXUBOTHbLIM,

7. oTpuLaLias cemeliHble LEeHHOCTV 1 (DOPMUPYIOLLAs HEeyBaXeHWe K poauTensm v (Wnv) ApyruM YsieHam
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Cemby;
8. onpaBfbiBaloLLias NPOTMBONPABHOE NOBEAEHME;
9. cofiepxallast HeLeH3ypHyo GpaHb;
10. copepxallasi MHhopMaLyio MOPHOrpaciMyeckoro xapakrepa.

K uHopmMauuy, pacnpocTpaHeHVWe KOTOPOW OrpaHM4YeHo cpeau [eTeil onpeaenieHHoro BO3pacTa,
OTHOCUTCS:

1 wHchopmauus, npeactaBnsiemasi B BUAE M306PadKEHNS WM ONUCAHUS XECTOKOCTU, (DU3NYECKOTO W (1K)
MCUXMYECKOTO HACUNS, NMPECTYMIEHUSI WU MHOTO aHTMOGLLECTBEHHOTO AENCTBUS;

2. Bbi3blBalOWaAsA y AeTeil CTpax, y)Xac WM naHuky, B T.4. NpeAcTaBfseMas B Buge WN3006pakeHus wim
OMUCaHNA B YHWXKalOWe 4YesioBeyeckoe [OCTOMHCTBO (DOPME HEeHacu/IbCTBEHHOW CcmepTw, 3abonesaHus,
camoybuiicTBa, Hec4acTHOro criydasl, aBapum U katactpodbl 1 (Mnn) Mx NOCNenCTBUiA;

3. npeactaenseMas B BuAe W300pPaXXEHUS WM OMMCaHWSA MOJIOBbIX OTHOLLIEHWIA MEeXZy MYXXUY/MHOW W
YXEHLUMHOW;

4. cofepxallasi 6paHHble CM0Ba U BbIPKEHNS, HE OTHOCSILLMECS K HELIEH3YPHOI BpaHu.

C yuyetom 3Toro Bam npepgnaraiotcsi npasBwna paboTbl B CETU VIHTEPHET A1s1 pas/iuHbIX BO3PACTHbIX
KaTeropuii, co6/lAeHNE KOTOPbIX NO3BOIMT 06€eCneunTb NH(POPMaLMOHHY 6e30MacHOCTb BalLMX AETENA.

O6Lwue npaBuia aNns poauteneii

1 HesaBncymo OT Bo3pacTa pebeHka Ucrnosb3yliTe NporpaMMHOe obecneyeHre, nomorawLee punbTpoBaTb
1 KOHTPO/IMPOBATb MHCPOPMALIMIO, HO He MosiaraiiTeck MOJSIHOCTLIO Ha Hero. Balle BHUMaHue K peGeHKy - riaBHbIl
METOZ, 3aLMThI.

2. Ecnn Baw pebeHOK MMeeT akkayHT Ha OOHOM U3 coumanbHbiX cepsucos (LiveJournal, blogs.mail.ru,
vkontakte.ru v T.M.), BHUMATENLHO M3yunUTe, Kakyto MHGOPMaLMO NMOMELLAT ero YYaCTHUKUM B CBOUX NPOGINIAX U
6norax, Bkovas dpotorpacmmn n Bugeo.

3. MpoBepbTe, C KakMMu OpPYrMMKU caiiTaMu CBSi3aH COLMasibHbIA cepBuc Ballero pebeHka. CTpaHUYKu
Bawero pebeHka MOryT 6bITb 6€30MacHbIMU, HO MOTYT M COAEPXaTb CCbIIKN HAa HEXenaTeslbHbIe 1 OnacHble caliTbl
(Hanpvmep, MOpHOCAWT, WK CaiiT, Ha KOTOPOM APYr yNOMUHaeT HOMeEp COTOBOro TenedoHa Baluero pebeHka wim
Baw gomatuHuin agpec)

4. MoowpsitTe Bawux geteit coobuiaTb 060 BCEM CTPAHHOM WM OTTA/IKMBAIOLLEM W HE C/IMLIKOM OCTPO
pearvpyiite, Korga OHM 3To AenarT (M3-3a OnaceHusl NoTepsTb AOCTYN K VIHTEpHETY AETU HEe TOBOPAT POAUTENsM
0 Npo6/ieMax, a TakkKe MOryT HauyaTb UCMO/b30BaTb VIHTEPHET BHE JOMA W LLKO/Ib).

5. BygbTe B Kypce CeTeBOii Xn3Hu Bawero pebeHka. VIHTepecyiiTech, KTO UX Apy3bs B VIHTEPHET Tak Xe, Kak
NHTEpecyeTeChb peasibHbIMU APY3bAMM.

Bo3spacTt ot 7 fo 8 net

B VHTepHeTe peGeHOK CTapaeTcs MOCETUTH T€ WM WHbIE caliTbl, @ BO3MOXHO W YaTbl, paspelleHne Ha
MOCELLEHNE KOTOPbIX OH He nosyunn 6bl OT poguTeneid. MoaTomy poauTensM OCOGEHHO nosiesHbl GyayT Te
OTYETbl, KOTOpble MNPEeAOCTaB/ISTCS MporpaMMamMu Mo OrpaHUYEHW0  UCMOMb30BaHWsA  VIHTEpHeTa, T.e.
Poautenbckuii KOHTPO/Ib WM TO, UTO Bbl CMOXETE YBUAETbH BO BPEMEHHbIX (haiinax. B pesynbtate, y pebeHka He
GyZET OLWYLIEHUs, YTO 3a HUM BEAETCSA MOCTOSIHHBIA KOHTPOSb, OAHAKO, POAWTENM 6yayT MO-NMpexHeMy 3HaTb,
kakMe caiTbl mocewjaeT ux pebeHok. [eTu B JaHHOM BO3pacTe 06/1afat0T CUMbHBIM YyBCTBOM CEMbM, OHU
[OBEPUMBLI 1 HE COMHEBAlOTCA B aBToputeTax. OHW JIl0GST urpate B CETEBbIE WPl U MyTELIECTBOBATb MO
WMHTepHETY, UCNOsb3ysi 3/IEKTPOHHYIO MOYTY, 3aX04UTb Ha CaliTbl U YaTbl, HE PEKOMEHOBAHHbLIE POAUTENSMMU.
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CoBeTbl No 6e30nacHOCTV B ceTn NHTepHeT ansa getein 7 - 8 net

1. Cospganite cnMcoK AOMAaLUHMX NpaBua noceweHns WHTepHeTa npu ydactum getell n Tpebyinte ero
BbINOJTHEHNSA.

2. TpebyiiTe oT Balwwero pebeHka CO6/0AEHUS BPEMEHHbIX HOPM HAaXOXAEHMSI 38 KOMMbOTEPOM. [okaxuTe
pe6eHKy, uTo Bbl HaGngaeTe 3a HUM He NOTOMY 4TO Bam 370 xoueTtcsi, a noTomy 4To Bbl 6ecnokontech O ero
6e30MacHOCTM 1 BCErAa roToBbl €My MOMOYb.

3. KomnbloTep ¢ nofkmoyeHneM K WIHTEpHETY OO/MKEH HaxoAuTbCA B OOLLE KOMHaTe Mof MpUMCMOTPOM
poautenei.

4, |/|CI'IOI'Ib3yI7ITe cneunavibHble AeTCKne Nnonckosble MallMHbI.

5. Wcnonbayiite cpeactBa GMIOKMPOBAHUA HEXeNaTe/IbHOro KOHTEHTA KaK AOMOSIHEHWE K CTaHAapTHOMY
PoanTenbCckoMy KOHTPOSO.

6. CozgalitTe cemMelHblii 3/TEKTPOHHbIA ALK, UTOGLI HE MO3BO/IMTL AETAM UMETh CO6CTBEHHbIE adpeca.

7. BnokvpyiiTe ocTyn K caiitam ¢ 6ecnnaTHbIMU MOYTOBLIMU SLMKaMK C MOMOLLB COOTBETCTBYHOLLETO
NporpaMMHOro o6ecneyeHus.

8. MpuyunTe pgeTeli coBeToBaTbCA C Bamu nepen onybsvkoBaHMeM Kakoi-nnbo mHpopmauum cpepcreamu
3/IEKTPOHHON MOYTHI, 4aTOB, PErMCTPaLMOHHbLIX hopM 1 Npodinneil.

9. Hayuute pgeteii He 3arpyxatb (paiifibl, NPOrpammMbl UM My3blKy GE3 BalLero corsiacus.
10. He paspeLluaiite geTsM UCNOMb30BaTh CYXGbl MTHOBEHHOTO 06MEHA COOBLLEHUSIMU.

11. B "6enblii" CNMCOK CalToB, paspeLUeHHbIX A/ MOCELEHWs, BHOCWUTE TOJIbKO CaliTbl C XOpOLUel
penyTaupueil.

12. He 3abbiBaiiTe 6ecefoBaTb C geTbMU 06 MX APY3bsiX B VIHTEpHeTe, Kak ecny Bbl peyb Lwia O Apy3baXxX B
peasibHOM XU3HW.

13. He penavite "taby" 1“3 BONPOCOB MOJ/IOBOW XW3HW, TakK kak B IHTEpPHETE AETU MOIYT JIETKO HaTKHYTbCS Ha
nopHorpaduio Unm canTbl "Ans B3pOC/bIX".

14. MpuyunTe Ballero pe6eHka coobliaTb Bam O N06bIX Yrpo3ax WM TPEBOrax, CBA3aHHbIX C VIHTEPHETOM.
OcTaBaiiTecb CMOKOMHLIMU W HANOMHUTE AETSM, YTO OHM B 6€30MacHOCTW, EC/ Camy paccKkasasin BaMm O CBOMX
TpeBorax. [oxBasmTe UX 1 NOCOBETYIiTE MOAONTY eLle pa3 B NOAO0GHbIX Criydasix.

Bo3spacT geteii oT 9 oo 12 net

B paHHOM BoO3pacTe [eTw, Kak MpaBwio, Y)Xe Hac/bllwaHbl O TOM, Kakas WHJopMauua CyllecTByeT B
WHTepHeTe. CoBeEPLUEHHO HOPM&asIbHO, YTO OHW XOTAT 3TO YBUAETb, MPOYECTb, ycnbiwartb. [Mpy 3TOM HY>XHO
MOMHWUTb, YTO [AOCTYN K HexenateNbHbIM MaTepuasiam MOXHO JIerko 3a6/10KMpoBaTb Mpyv MOMOLWM CPeacTs
PoauTtensckoro KOHTpons.

CoBeTbl No 6e3onacHoOCTX Ans aetein ot 9 go 12 net

1. CospgaiiTe CnNMCOK AOMALLHUX NpaBua MoceleHns VIHTepHeT npu yyactun fgetein m Tpebyiite ero
BbINO/THEHWS.

2. Tpebyiite oT Bawero pe6eHka COGIOAEHUS HOPM HaXOXAEHUS 3a KOMMLIOTEPOM.

3. Habnopaiite 3a peGeHkom npy paboTe 3a KOMMBIOTEPOM, MOKAXWTE eMy, UTo Bbl GecriokomTechb O ero
6e30MacHOCTM 1 BCErAa roToBbl OKa3aTb eMy MOMOLL.
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4. KowmnbloTep ¢ nogkouveHnem B VIHTEpPHET [JO/MKEH HaxoAuTbcA B 0OLeli KOMHaTe noj NpUcMOTPOM
poautenei.

5. Wcnonbsyiite cpeactsa G/IOKMPOBAHUS HEXEe/aTe/IbHOrO KOHTEHTA Kak AOMOJSIHEHUE K CTaHAapTHOMY
PoanTenbCcKkoMy KOHTPOSIHO.

6. He 3a6biBaiiTe NpUHUMAaTb HENOCPEACTBEHHOE yyacTue B XM3HM pebeHka, GecefoBatb C AeTbMU 06 WX
Apy3bsx B VIHTEpHETE.

7. HactavBaiite, 4ToObl AETU HMKOTrA4A HE COr/lalla/iCb Ha SIMYHbIE BCTPEYUM C Apy3bsMu Mo VIHTEpHETY.
8. Mo3BoNsiTe AETAM 3aX04WUTb TOIBKO Ha CaiTbl 13 "6esioro” cnucka, KOTopbli CO34aiiTe BMECTE C HUMM.

9. MpuyunTe feTeil HAKOrAA He BbigaBaTb JIMYHYIO MHOpMAaLMIO CPeACTBaMU 3/IEKTPOHHON MOYTLI, YaToB,
CUCTEM MFHOBEHHOr0 06MeHa COOBLLEHUAMM, PErMCTPALMOHHBIX (OPM, JIMUYHBIX NPOCOUIER 1 NPU perncTpaumm Ha
KOHKypCbl B VIHTEpHeTE.

10. Mpuyunte OeTeli He 3arpyaTb nporpaMmbl 6e3 Ballero paspelleHusi. OGbSICHUTE WM, YTO OHWM MOryT
cnyyvaiiHo 3arpy3uTtb BUPYCbl WK APYrOe HEXesnaTe/lbHOe nporpaMMHoe oGecneyeHue.

11. Co3sgaiiTe Bawwemy pebeHKy orpaHMYeHHYH YUYETHYH 3annch g paboTbl Ha KOMNbIOTEPE.

12. MpuyunTe Bawero pebeHka coobwarb BaM O /ObIX yrpo3ax win TpeBorax, CBA3aHHbIX C VIHTEpHETOM.
HanomHute AeTsaM, Y4TO OHM B 6€30MacHOCTH, eC/IM CaMU pacckasann Bam O CBOMX TPeBOrax 1 OnaceHusXx.

13. Pacckaxute feTam o nopHorpadun B VIHTepHeTe.

14. HacTamBaiiTe Ha TOM, YTOObl AETU NPEAOCTaBS/IN BaMm [AOCTYN K CBOEN 3/1EKTPOHHONW Mo4Te, Y4ToOb! Bbl
ybeannnck, YTo OHM He O6LLAaKTCA C He3HaKoMLaMu.

15. O6bACHUTE AETAM, YTO Hefb3si UCMOMb30BaTh CETb AJ1S XY/IMFAHCTBA, PACNpPOCTPaHEHUs! CNIETEH WK
yrpos.

Bo3spacT geteii oT 13 o 17 net

B 3TOM BO3pacTe NOAPOCTKM aKTUBHO WCMO/b3YHOT MOUCKOBbLIE MALUMHbI, MOJb3YHTCA 3/IEKTPOHHOI MOYTON,
cnyx6aMyu MrHOBEHHOr0 OGMEHa COOGLUEHMSIMU, CKAuMBAKT My3blKy M (U/IbMbl. Masibuukam B 3TOM BO3pacTte
6o/blle MO HpaBy CMeTaTb BCE OrpaHUYEHUs, OHU XaxayT rpy6Goro tomopa, as3apTHbIX WP, KapTUHOK “Afis
B3poc/bIX". [EeBOYKM MpeanounTalT o6laTthcs B uyatax, NpyM 3TOM OHWM ropa3fo 6oniee 4yBCTBUTESIbHBI K
CeKcyasibHbIM JoMoratesibCTBaM B VIHTEpHETE.

3avacTylo B JaHHOM BO3pacTe PoAUTENAM Ye BeCbMa C/IOXHO KOHTPO/IMpOBaTb CBOWX AeTel, Tak kak 06
VIHTepHeTE OHWM YXXe 3HalT 3HauMTesibHO 60/blue CBOMX poauTeneil. Tem He MeHee, He OTMyckaliTe geTeil B
"cBO6OAHOE M1aBaHMe" no VHTepHeTy. CTapaiTech akTMBHO y4acTBOBaTb B 00LeHNM pebeHka B VIHTepHeTe.

BaxHo no-npexHemy CTporo cobnwopatb npasuna MHTepHeT-6e30MacHOCTM -  CcorlalleHne  Mexay
poautenamM n getbMu. Kpome TOro, HeobxoAMMO Kak MOXHO uvalle npocMaTpuBaTtb OTYETbl O AeATe/IbHOCTU
petein B WHTepHeTe. CnegyeT o6paTuTb BHMMAaHME Ha HEOOGXOAMMOCTb COAEpPXaHUs PoAMTENbCKMX naponei
(naponeii afMUHUCTPATOPOB) B CTPOrOM CeKpeTe 1 06paTTb BHYUMAaHWE Ha CTPOroCTb 3TMX Naponeil.

CoBeTbl No 6e30nacHOCTV B 3TOM BO3pacTe oT 13 go 17 net

1 Co3spaiiTe CnvcoK AOMaLIHWX MPaBwWa MNoceleHns WVHTepHeTa npyu yyacTuu noapocTKoB U Tpebyiite
6e3yC/IOBHOTO €ro BbINOSHEHNS. OGroBopute ¢ pe6EHKOM CMMCOK 3amnpeLLeHHbIX caliToB ("4epHblii CMUCOK”), Yachl
pa6oTbl B IHTEpHETE, PYKOBOACTBO MO O6LUEHMIO B VIHTEPHETE (B TOM YKMC/E B YaTax).

2. KomnbloTep ¢ NoAKMoYEHNEM K ceTU IHTEPHET AO/MHKEH Haxo4UTbCS B 06LLEl KOMHATe.

3. He 3a6biBaiitTe GecepoBath C AeTbMW 06 WX Apy3bsx B VIHTEPHETE, O TOM, YEM OHW 3aHATbI TakKMM
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obpasom, 6yATO peyb uAeT O APy3bsX B peasibHOM XusHu. CrpalumBante o0 Nogsx, C KOTOpbIMU AETW 06LakTCs
MOCPELCTBOM C/YX6 MIHOBEHHOTO OGMEHa COOBLLEHNAMM, UTOOLI YOEAUTLCS, YTO 3TV JIIOAM UM 3HAKOMBbI.

4. Vicnonb3yiitTe cpefcTeBa G/IOKMPOBAHNS HEXENATENIBHOTO KOHTEHTA Kak [JOMOSIHEHME K CTaHA4apTHOMY
PoanTenbCcKkoMy KOHTPOSIHO.

5. HeobxogMmo 3HaTb, KakMMW 4YaTamu nonb3ytloTca Bawwm pgetn. [Moowpsiite  mMcnonb3oBaHue
MOJEPVIPYEMbIX YaTOB U HacTavBaiiTe, YToObl €TV He 06La/IMCh B MPUBATHOM PEXMME.

6. HacTtamBaiite Ha TOM, 4TOObI OEeTn HUKOorga He BCTpevasimCb JIMYHO C APY3bAMU U3 CETU |/|HTepH8T.

7. MpuyunTe peteli He BblhaBaTb CBOK JIMYHYH WMHAIOPMALMIO CPeACcTBAMU 3/IEKTPOHHOW MOYTbI, 4aToB,
CUCTEM MFHOBEHHOr0 06MeHa COOBLLEHUSIMU, PErMCTPALMOHHBIX (OOPM, JIMYHBIX NPOCUAEN 1 Npy perncTpaumn Ha
KOHKYpCbl B VIHTEpHeTE.

8. Mpuyuute aeveli He 3arpyxaTtb nporpammbl 6e3 Balero paspelueHusi. OBBSCHUTE WM, YTO OHWM MOryT
cnyYaiiHo 3arpysuTb BUPYCbl WK APYrOe HexXesnaTtesibHOe NporpaMMHOe o6ecneyeHue.

9. Mpuyunte Bawero pebeHka co06LLATb Bam O JIOObLIX Yrpo3ax WM TPeBOrax, CBsI3aHHbIX C VIHTEPHETOM.
HanomHuTe feTsim, UTOo OHM B 6€30MacHOCTW, €CAM CaMmu pacckasajiM BaM, O CBOMX yrpo3ax WM TpeBorax.
MoxBannTe WX 1 NOCOBETYIiTE NOJOWTU eLle pa3 B NMOAOOGHLIX ClyHasiX.

10. Pacckaxute petam o0 nopHorpadum B VHTepHeTe. lMomorute vm 3almMTUTLCA OT cnama. Hayuute
NMoApOCTKOB He BblAaBaTb B VIHTepHeTe CBOEro peaslbHOTO 3/IeKTPOHHOrO agpeca, He OTBeyaTb Ha
HexxenartesibHble NMMcbMa U UCMOoNb30BaTh CneunasibHble NoYToBbIE PUNBLTPDI.

11. MpuyuuTte cebst 3HAKOMUTLCS C CaiiTami, KOTOpbIE MOCELLAT NOAPOCTKU.

12. HayunTe geteli yBaxaTb ApYrUx B MHTEPHETE. Y6eAnUTeCh, YTO OHU 3HAIOT O TOM, YTO NpaBusia XOPOLLErO
NoBefeHNs AeCTBYIOT BE3e - AaKe B BUPTYaUTbHOM MUpeE.

13. OGbsicHUTE [ETAM, UYTO HM B KOEM C/lydae Hefb3si ucnonb3oBaTb CeTb A/ Xy/IMFaHCTBA,
pacnpocTpaHeHusi Cr/IETEH WK Yrpo3 APYTUM JIO4sM.

14. O6cyaute ¢ NOAPOCTKAMM MPOG/EMbl CETEBBLIX a3apTHbIX UIP U UX BO3MOXHbIA pvcK. HanomHuTe, uTo
[JETV HE MOTYT MrpaTb B 3TW UIrPbl COMMIACHO 3aKOHY.

MOCTOSIHHO KOHTPOMMPYiiTE Mcnonb3oBaHue WHTepHeTa Bawmm peGeHkom! 3TO He HapyLUEHWE €ro SINYHOro
MPOCTPaHCTBa, a Mepa NPefoCTOPOXHOCTU U NPosiBieHne Balueli poguTesibCKoii OTBETCTBEHHOCTU W 3a60Tbl.
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